CYPHERINTEL

CAPABILITIES STATEMENT

CYPHERINTEL, LLC. is an IT service provider based in the Washington, D.C. metro area that
specializes in delivering secure cutting-edge enterprise solutions for mission-critical systems
in the Intelligence Community and Department of Defense.

CORE COMPETENCIES

CYBERSECURITY & RMF
v RMF Assessments & ATO Packages
v" Cyber Threat Hunting & SOC Management
v Insider Threat & Incident Response
v Penetration Testing

NETWORK ENGINEERING
v Full Cycle Design, Integration, and 0&M
v 1oT and Zero Trust Security Architecture
v" Next Generation Firewall Deployment
v" Remote Access VPN & Multi-Level Encryption

SYSTEM ENGINEERING
v/ System Virtualization & Cloud Computing
v Storage, COOP, & Disaster Recovery
v' Hardware Appliance & COTS Integration
v' Government and Commercial ERP Solutions

ARTIFICIAL INTELLIGENCE
¥v" Machine Learning
v Threat Modeling
v' Automated Security Solutions
v Data Labeling & Classification

DATA CENTER MANAGEMENT
v" Floor Plan Design & Rack Elevations
v Cooling Optimization & HVAC Maintenance
v Power Installation & Management
v/ Badge, Camera, & Alarm Systems

PARTNERS S —
Raytheon 7@ oVl
Peraten Booz I Allen @ clinicalsquared

noHack

Www.cypherintel.com

DIFFERENTIATORS

= 26 years of hands-on system engineering

CORPORATE INFO

experience in the DoD and the IC.

SME level technical certifications for lead
industry vendors.

Diverse talent pool with high security clearg

Expertise in healthcare clinical business p
analysis & automation, electronic medical
records & document management systems.

Custom development and execution of a cybel
strategy aligned with your specific needs and
tailored baseline for your IT enterprise.

Adept at advising the PMO on overall strategy

CYPHERINTEL
1530 Wilson Blvd. Suite #650

Arlington, VA 22209
info@cypherintel.com

www.cypherintel.com

VA SCC ID: S5344165

CAGE CODE: 7A5L4
UEI: LORMTOLKND23
GSA/MAS: 47QTCA24D0033 | 541511, 54151S

NAICS CODES:

- Computer Systems Design Services

- Computer Facilities Management

- Other Computer Related Services

- Administrative & General Managemen
- Other Management Consulting/Servi
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SEAPORT-NXG

Multiple Award Schedule
(MAS) Contract Holder

Small Disadvantaged
Business (SDB)




